[bookmark: _Toc237359481]Visitor/Volunteer Acceptable Use of Technology Policy
[bookmark: _Hlk529526630]As a professional organisation with responsibility for safeguarding, it is important that visitors and volunteers understand our expectations for safe, lawful and responsible technology use while on site, when using school systems, or when acting in a role connected to the school. This AUP helps Lydden and River Primary Schools Federation explain expectations around safeguarding, professional conduct, data protection, image use, mobile phones, online communication and reporting concerns.
Policy scope
1. I understand that this Acceptable Use of Technology Policy (AUP) applies to my use of technology systems, services, devices or information provided by the school, or accessed by me as part of my role, visit or activity with Lydden and River Primary Schools Federation .It also applies to personal devices or accounts where their use takes place on site, involves the school community, is linked to my role or visit, or could affect safeguarding, confidentiality, data protection, professional boundaries or the reputation of the school. 
2. I understand that this AUP should be read and followed in line with relevant school policies, including the staff code of conduct, child protection policy, visitor/volunteer procedures, image use policy and mobile phone/smart device policy. 
3. I am aware that this AUP does not provide an exhaustive list; visitors and volunteers should ensure that all technology use is consistent with the school ethos, school staff behaviour and safeguarding policies, national and local education and child protection guidance, and the law.
4. I will not upload, download or access any materials which are illegal, including but not limited to child sexual abuse material, criminally racist material, terrorist material or adult pornography covered by the Obscene Publications Act.
5. I will not access, create, transmit, display, publish, forward, discuss, send, share or show any material or content that may be harmful, inappropriate, adult, offensive, unprofessional, or likely to harass, cause offence, inconvenience or needless anxiety to any other person. This applies when using school systems, school devices, personal devices, personal accounts, messaging apps, online platforms, social media or shared spaces, where this takes place on school premises, during my visit/volunteering activity, or in any context linked to my role.

6. I will not engage in any online activity, digital communication or behaviour that could compromise safeguarding, professional boundaries or the reputation of the school.
Data and image use
7. Where I have access to personal data, confidential information, safeguarding information, school systems, records or devices, I will only access, use or share this information where it is necessary for my agreed role, visit or activity and in line with data protection legislation and school procedures. I will not copy, download, photograph, record, forward or share information unless this has been authorised. 
8. I will not take, use, store or share images or recordings of children during lessons, visits, trips, events, performances, activities or celebrations unless this has been specifically authorised by the school and is in line with the school image use policy. Where authorised, images or recordings must only be taken, used, stored or shared using school approved equipment, accounts and systems, unless leaders have made a specific, risk-assessed decision otherwise. I will not take images or recordings of children for personal use or share them on personal devices, personal accounts, social media, messaging apps or online groups. 
Classroom practice
9. I am aware of the expectations regarding safe use of technology in the classroom and other working spaces, including appropriate supervision of children.
10. Where I am supporting children], I will reinforce safe and appropriate technology use and will follow staff instructions and schoo lpolicies.
11. If I witness or suspect accidental or deliberate access to illegal, inappropriate or harmful material by any member of the schoo lcommunity, I will report this to a Designated Safeguarding Lead (DSL) and SNS Helpdesk in line with the school child protection policy.
12. I will respect copyright and intellectual property rights and ensure my use of online platforms and tools is safe, legal and ethical; I will obtain appropriate permission to use content, and if videos, images, text, or music are protected, I will not copy, share, misuse, plagiarise, or distribute them. 
13. I will not record, transcribe, livestream, use AI note-taking tools, recording bots or automated meeting summary tools during any meeting, visit, lesson, activity or professional discussion unless this has been specifically authorised by the school and is in line with safeguarding, confidentiality, consent and data protection expectations.
Use of mobile phones and smart devices 
14. In line with the school mobile phone and smart device policy, I will model safe and appropriate use of mobile phones and smart devices while on site. I will not use my own mobile phone or smart device in front of children unless this has been agreed by the Headship team and is directly linked to my role, visit or volunteering activity. I will follow the school’s expectations about where and when mobile phones and smart devices may be used or stored. 
Online communication, including the use of social media 
15. I will ensure that my online conduct, reputation and use of technology are compatible with my role within the school. This includes my use of email, text, social media, social networking, gaming and any other personal devices or websites.
16. Any electronic communication with children parents/carers or staff as part of my role, visit or volunteering activity will take place within clear professional boundaries and be transparent and open to scrutiny.
· Communication will take place using school approved channels, such as a school-provided email address, account, platform or telephone number.
· I will not use personal devices, personal email, personal social media, private messaging apps, gaming accounts or personal phone numbers to contact children or their families unless this has been formally approved, risk assessed and recorded by leaders.
· Any pre-existing relationships, links or situations that may affect how I apply this AUP will be discussed with the DSL and/or Headteacher

17. I will respect confidentiality and will not post, comment on, discuss or share information online about children, staff, families, incidents, activities or anything I become aware of through my role, visit or volunteering activity. This includes comments, images, videos, recordings or information shared on personal social media, messaging apps, online groups or community forums.
Policy compliance, breaches or concerns 
18. If I have any queries or questions regarding safe and professional practice online either in school or off site, I will raise them with the Designated Safeguarding Lead and/or the Headteacher.

19. I understand that the school may exercise its right to monitor the use of its devices and information systems to check policy compliance and help ensure the safety of children and staff.
· This includes monitoring all school-provided devices and school systems and networks, including school-provided internet access, whether used on or offsite, and may include the interception of messages and emails sent or received via school-provided devices, systems and/or networks.
· This monitoring will be proportionate and will take place in accordance with data protection, privacy and human rights legislation. 

20. I will report and record any concerns about the welfare, safety or behaviour of children or parents/carers online to the DSL, in line with the school child protection policy.

21. I will report concerns about the welfare, safety, conduct or behaviour of staff, including online, digital, device-related, image-related or technology-linked concerns, to the Headteacher in line with the school child protection policy, staff behaviour/code of conduct, low-level concerns procedures and/or allegations against staff policy. 

22. I understand that if the school believes that illegal, unauthorised or inappropriate use, unacceptable behaviour, or a breach of this AUP has taken place, action may be taken in line with relevant safeguarding, behaviour, complaints, volunteer, contractor, visitor, data protection, low-level concerns or allegations procedures, as appropriate. This may include ending or restricting access to the site, systems or activities, informing an employer/agency/organisation, seeking advice from the LADO, informing the DPO/data protection lead, or contacting the police where appropriate. 

23. Any breach or concern involving online contact, device use, images, recordings, social media, AI use, confidentiality, data protection or professional boundaries must be reported to the Headteacher without delay, even if it appears minor, accidental or unlikely to meet the harm threshold.

24. Where a concern involves personal data, confidential information, safeguarding information, images, recordings, AI tools, transcription tools or unauthorised sharing, the Data Protection Officer (DPO) will be informed promptly so that any data protection, information governance or reporting requirements can be considered.
25. I understand that this AUP cannot cover every possible situation. If I am unsure whether any use of technology, online communication, image use, recording, personal device use, social media, AI tool or digital contact is appropriate, I will seek advice from the DSL and/or Headteacher.

I have read, understood and agreed to comply with Lydden and River Primary Schools Federation visitor/volunteer Acceptable Use of Technology Policy when using the internet and other associated technologies, both on and off site.

Name of visitor/volunteer:  …………………………………………………………………...…………

Signed:  ………………………....................................................................................................

Date (DDMMYY)………………………………………………............................................................
